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* Service UUID: 0000FFF0-0000-1000-8000-00805F9B34FB
* Notify feature[JOOOOFFF1-0000-1000-8000-00805F9B34FB
* Write feature[JOOOOFFF2-0000-1000-8000-00805F9B34FB
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e AT+CROO\r\n

e AT+CTO3\r\n

* AT+BDUV-K6\r\n
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e AT+BMUV-K6_BLE\r\n
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« AT+BAUD=4
« AT+SPPNAME=UV-K6
« AT+BLENAME=UV-K6_BLE
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Protocol for UV-K5/K6/K1

The programming protocol used by this software has been reverse engineered by observing
communications between the radio and the original programming software. It is not a
variation of the typical Baofeng-like protocol.

The format of the datagram sent to the radio is:
0xAB 0xCD len 0x00 <data bytes> <2 bytes CRC> 0xDC 0xBA
The length is the length of the data bytes.

The data is protected by a typical CRC-16 xmodem algorithm. The data bytes and the CRC
are obfuscated by xor-in it with an 8-byte sequence.

Fortunately the EEPROM data contains a lot of OxFF and 0x00 bytes, so the XOR sequence is
easy to find by observing the traffic.

The datagram sent from the radio is the same, but the CRC field is set to OxFFFF. This shows
that the CRC is not for data integrity, but for further obfuscation (same as the XOR).

| intend to publish a further description of the protocol, and the EEPROM contents, meanwhile
the sources can be used as documentation.
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* 0x0527 RSSIO O O

e Ox0529 ADCO O ODOODODO

e 0x052D0ODOOO
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e Ox052F 00 DDOODOOO0OO0OOOODDDODO
*« 0x0601 BK4819 O OO OO

e 0x0602 O 0 BK48191 O O

e 0x0801 0000

« Ox0803 O LCDOOOODODOOPC

* 0x0808 O O

e 0x0850 0000000

e Ox0851 0000000

* 0x0860 O O GPIOO O

e Ox08601GPIOD O DODOOO

e 0x0870 000 0O0O0O0O

* 0x0888 O O

» 0x9999 for DTrac app CTCSS_CODE

» 0x8888 for DTrac app DownFrequency
e 0x7777 for DTrac app UpFrequency

* 0x6666 for DTrac app Mode

e 0x5555 for DTrac app MonitorStatus
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0000000 000000000000000000q{o0x1e, 0xéc, 0x14, 0xe6, 0x2e,
1, 0x0d, 0x40, 0x21, 0x35, 0xd5, 0x40, 0x13, 0x03, 0xe9, 0x80 }

AB CD 06 0017 64 16 E6 2E 91 E8 EA DC BA

HRN

e Ox17 XOR 0x16 - 0x01
e 0x64 XOR 0x6C - 0x08
e 0x16 XOR 0x14 - 0x02
* OxE6 XOR 0xE6 - 0x00
e Ox2E XOR 0x2E - 0x00
* 0x91 XOR 0x91 - 0x00
e OxE8 XOR 0x0D - OxE5
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Data for DTrac APP

for DTrac app CTCSS _CODE

typedef struct {

Header t Header;
uint8 t CTCSS CODE;

} CMD_9999 t;

for DTrac app DownFrequency

typedef struct {

Header t Header;
uint32 t DownFrequency;

} CMD 8888 t;

for DTrac app UpFrequency

typedef struct {

Header t Header;
uint32 t UpFrequency;

} CMD_7777_t;

for DTrac app Mode

typedef struct {

Header t Header;
char Mode;

} CMD_6666_t;
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for DTrac app MonitorStatus

typedef struct {

Header t Header;
char MonitorStatus;

} CMD_5555 t;
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